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Preface

This book started life as a plain text file of study notes on x86-64 assembly written for two assemblers: NASM
(Intel syntax) and GAS, the GNU assembler (AT& T syntax). It has been reorganised into chapters, illustrated
with diagrams, and extended with extra explanations and complete example programs. Almost every topic is
shown in both syntaxes, side by side, so you can learn one and read the other.

Four kinds of coloured boxes appear throughout:

NOTE
NOTE marks an important point taken from the study notes.

TIP
TIP marks a habit or shortcut that makes your code cleaner or safer.

WATCH OUT marks a common mistake or pitfall.

EXTRA
EXTRA marks material added to the notes: new explanations, patterns and examples.

Every complete program in this book was assembled and executed on an x86-64 Linux machine, and the results
guoted in the text are the ones actually produced. Most programs finish by passing their answer to the exi t

system call, so you can read it with echo $?. The programs use the Linux x86-64 conventions (System V ABI
and Linux system call numbers); they will not run unchanged on Windows.
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1 Getting Started

1.1 Two assemblers, one processor

x86-64 is a Cl SC architecture: instructions have different lengths, and many of them can read or write memory
directly (unlike ARM, where only load and store instructions touch memory). There are sixteen 64-bit
general-purpose registers, aflags register, and an instruction pointer, ri p.

The same machine code can be written in two different notations:

« NASM (Netwide Assembler) uses Intel syntax: nov rax, rbx.
* GAS(GNU Assembler, as, aso used by gcc) usesAT& T syntax by default: novg % bx, % ax.

Both produce identical programs. The next section shows how to build each of them.

1.2 Assembling and running

Assembler Commands

NASM nasm -f el f64 hello.asm
Id hello.o -0 hello
./hello

GAS (with gcc) gcc hello.s -0 hello
./hello

GAS (without gcc) as hello.s -o hello.o
Id hello.o -0 hello
./hello

NASM + gcc nasm -f el f64 hello.asm
gcc hello.o -0 hello
./lhello

NOTE

Whether your entry pointis_st art or mai n depends on how you link. With plain| d thereisno C runtime, so
execution beginsat st art and you must exit with a system call yourself. With gcc the C runtime starts first
and calls mai n; you then return normally and may call C library functionssuch aspri nt f .

EXTRA
On Ubuntu or Debian install thetoolswith sudo apt install nasm gcc binutils.Add-g (NASM:
-g -F dwarf) if youwant to debug with gdb.

1.3 The golden rules
These three rules from the notes explain most of the differences you will meet:

+ NASM: theinstruction stays the same and the register name changes with the datasize: al , ax, eax, r ax.

* GAS: theregister stays the same and the instruction gets a suffix for the data size: novb, novw, novl ,
movq (aso addl , subg, pushq, popg and so on).

» Useposition-independent code. Modern executables (PIE) may be loaded at a different address every run,
so address datarelativetori p (Chapter 5).
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NASM register NASM keyword GAS suffix
1 al b

byte byte

word 2 ax wor d w
doubleword 4 eax dwor d I (long)
quadword 8 rax gwor d q

1.4 NASM and GAS side by side

NASM (Intel) r ax r bx

destination source

g J .

<
<

data flows right to left

s N s

GAS (AT&T) ' ‘ % bx % ax
nmovq source destination

. J ; J . J

data flows left to right
Figure 1.1: Operand order is reversed between the two syntaxes.

Operand order destination, source source, destination
Registers rax % ax
Immediate values nov rax, 5 novg $5, % ax
Memory operand [rbx + rcx*4 + 8] 8( % bx, % cx, 4)
Size keyword: nmov dword [rbx], 1 suffix: movl $1, (% bx)
Relative data access [rel var] var (% i p)
Comment ; commrent # comment
Section section .data .section .data
Global symbol gl obal _start .globl _start
Label nane: nane:

WATCH OUT

Because the operand order is reversed, a comparison reads differently too. NASM cnp rax, rbx compares
rax with rbx; GAS writesthe samethingascnpqg % bx, % ax. Both set theflagsfromrax - rbx.

1.5 Your first program
Exit with status 42. The system call number goesinr ax, theargumentinr di :
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NASM

section .text

gl obal _start

_start:
mov rax, 60
mov rdi, 42
syscal |

GAS

.section .text
.globl _start
_start:
novq $60,
novqg $42,
syscal |

% ax
% di

# syscal |
# exit status

syscal | nunber
exit status

nunber

x86-64 Assembly (NASM and GAS) | by HARDIK
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2 Registers and Flags

2.1 The register file

x86-64 general-purpose registers (System V roles)

rax rbx rcx rdx rsi rdi rbp rsp
return value callee-saved arg 4 arg 3 arg 2 arg 1 frame pointer stack pointer
L L L L L J) U
% r r % % N
r8 ro rio ril ri2 ri3 ri4 ris
arg 5 arg 6 scratch scratch callee-saved callee-saved callee-saved callee-saved

I:l Arguments (caller-saved) D Return / scratch (caller-saved) |:| Callee-saved |:| Stack pointer

Figure 2.1: The sixteen 64-hit general-purpose registers and their rolesin the System V ABI.

Register Typical use Preserved across calls?

rax Return value; system call number; multiply and divide No (scratch)

rbx Genera purpose Y es (call ee-saved)

rex Argument 4; shift counts; loop counts No

rax Argument 3; high half of multiply and divide No

rsi, rdi Arguments 2 and 1; source and destination for string instructions  No

rbp Frame pointer Yes

rsp Stack pointer Y es (must be restored)
r8, r9 Arguments 5 and 6 No

rl0, r11 Scratch (r10 carries argument 4 of a system call) No

rl2-ris Genera purpose Y es (callee-saved)
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2.2 Smaller names for the same register

The 64-bit register rax and the smaller names for its parts
63 32/31 1615 8|7 0

upper 32 bits I bits 31..16 I ah I al ]

rax (64 bits)
L J
eax (32 bits)
L J
ax (16 bits)
L ] J
ah al

Writing eax clears bits 63..32. Writing ax, ah or al leaves every other bit unchanged.

Figure 2.2: One physical register, several names.

r ax eax ax al ah

r bx ebx bx bl bh
rcx ecx CcX cl ch
r dx edx dx dl dh
rsi esi si sil -
rdi edi di di | -
rbp ebp bp bpl -
rsp esp sp spl -
r8 - ris ré8d - ri5d réw - rilsw r8b - ri5b -
WATCH OUT

A writeto a 32-bit register clearsthe upper 32 bits of the 64-bit register. nov eax, 5leavesrax = 5.A
write to a 16-bit or 8-bit register does not clear anything: nov al , 5 changesonly the lowest byte. Thisiswhy
xor eax, eax isthestandard way to zero all of r ax.

TIP
In NASM you pick the register that matches the datasize (al , ax, eax, r ax). In GAStheregister isthe same
and the instruction suffix carries the size (novb, novw, novl , novq).

2.3 The instruction pointer and the flags

ri p holds the address of the next instruction. Y ou never write to it directly; j np, cal | andr et changeit. The
RFLAGS register records what the last arithmetic or compare instruction did:
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Four RFLAGS bits drive almost every conditional jump

Carry Zero Sign Overflow
e |z | s || oF
bit 0 bit 6 bit 7 bit 11

cmp, test, add, sub, and, or, inc, dec ... update them; mov, lea, push and pop do not.
Figure 2.3: The four flags used by conditional jumps.

CF Carry an addition carries out, or a subtraction borrows (unsigned overflow)
ZF Zero theresult is zero

SF Sign the result's top bit is 1 (negativeif you treat it as signed)

OF Overflow the signed result does not fit in the register

x86-64 Assembly (NASM and GAS) | by HARDIK
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3 The System V ABI

3.1 What is System V?

System V (pronounced "system five") isa UNIX operating system originaly developed by AT&T Bell Labsin
the early 1980s. Its specifications describe how programs run on UNIX-like systems, including:

e program execution,

» function cals,

* process and memory management,

« and the binary interface between programs and the operating system.

Today the System V AMDG64 ABI is the standard used by Linux, the BSDs and macOS on 64-bit x86.
Windows uses a different convention, so code in this book isfor Linux and similar systems.

3.2 What an ABl is

ABI stands for Application Binary Interface. It is the contract that lets separately built pieces of code work
together: the compiler puts values in particular registers and the code it calls expects to find them there. If you
write assembly you must follow the same contract or your program will break. The ABI says:

» which registers hold arguments,

» who saves which registers (caler or calee),

» how the stack is aligned,

» how return values are passed.

3.3 Function-call convention

Where do the first six arguments go?

) rdi rsi r dx rcx r8 ro9
Function call arg 1 arg 2 arg 3 arg 4 arg 5 arg 6
rdi rsi r dx rio r8 ro9

SyStem call arg 1 arg 2 arg 3 arg 4 arg 5 arg 6

The 4th argument differs: the syscall instruction overwrites rcx, so the kernel uses r10.

Function call: return value in rax. System call: number in rax, result in rax.

Figure 3.1: Function calls and system calls use almost the same registers.

agl rdi
arg 2 rsi
arg 3 rdx
ag4 rcx
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arg5 r8

arg 6 ro

arg 7 and later on the stack

return value rax (rdx:rax for a 128-bit result)
NOTE

The seventh and later arguments are pushed on the stack. Floating-point arguments use x m0 to xnm7 instead
and are not covered here.

NOTE

A structure larger than 16 bytesis not returned in registers. The caller reserves memory for it, passes its address
asahidden first argument in r di , and the function returns that addressin r ax.

3.4 Who saves what

Caller-saved (scratch) rax, rcx, rdx, rsi, rdi, r8, r9, r10, r1l A function may destroy them. If you need one
after acall, saveit yourself first.

Callee-saved rbx, rbp, r12, r13, r14, r15 (and rsp) A function that uses one must save it on entry
and restore it before returning.

3.5 Prologue and epilogue

Functions that need a stack frame start with a prologue and finish with an epilogue:

; prol ogue ; epilogue

push rbp add rsp, 16 ; release the locals
nov rbp, rsp pop rbp

sub rsp, 16 ret

TIP

| eave doesthework of nov rsp, rbp followed by pop rbp, sothe epilogueisoftenjust| eave thenr et .
Chapter 11 shows complete examples.

3.6 Stack alignment

The stack pointer must be a multiple of 16 at the moment of acal | instruction. This matters because many C
library functions (pri nt f, mal | oc, scanf and others) use SSE instructions that fault on misaligned stack data.
«  When the operating system starts your program a _st art, r sp isaready 16-byte aligned.

» Insideafunction you werecal | edinto, r sp is 8 bytes off (the return address was pushed). A single push
r bp fixesit, which is one more reason for the standard prologue.

 If you push or alocate an odd number of 8-byte slots before calling another function, add 8 bytes of
padding.
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EXTRA
System V also defines a 128-byte red zone below r sp that leaf functions may use without adjusting r sp. Signal
handlers and the kernel respect it. Y ou will not need it in this book.

x86-64 Assembly (NASM and GAS) | by HARDIK
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4 System Calls

4.1 The syscall convention

A system call asks the Linux kernel to do something for your program: write text, open afile, exit. Y ou put the
system call number in r ax, the argumentsin registers, and execute the syscal | instruction. The result comes
back inr ax.

syscall number r ax
agl rdi
arg 2 rsi
arg 3 rdx
ag4 r10
arg5 r8
arg 6 ro
return value r ax
WATCH OUT

Argument 4isr 10, not r cx asinanormal function call. Thesyscal | instruction itself destroysrcx andr 11,
so do not keep anything in them across a syscall.

NOTE
Usethesyscal | instruction to make the call.

4.2 Common system calls

read 0 read from afile descriptor

write 1 write to afile descriptor

open 2 open afile

close 3 close afile descriptor

Iseek 8 move the file pointer

mmap 9 get a pointer to virtual memory
munmap 11 release virtual memory

brk 12 get or move the heap base address
exit 60 exit from the program
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4.3 Flags and file descriptors

O _RDONLY 0

O WRONLY 1

O _RDWR 2

O _CREAT 0x40
O_TRUNC 0x200

Flags are combined with OR. To create a file for writing and empty it, use O WRONLY | O _CREAT |
O TRUNC = 1 + 0x40 + 0x200 = 0x241.

0 STDIN, standard input

1 STDOUT, standard output

2 STDERR, standard error
EXTRA

Descriptor 3 isnot a special stream. It is simply the first number open hands out, followed by 4, 5 and so on.
Always use the value open returnsinr ax. A negative result (from -1 down to -4095) means an error and holds
the negated error number.

4.4 Example: Hello, x86-64!

NASM

section .data
nsg db "Hell o, x86-64!", 10
len equ $ - nsg ; length conputed by the assenbl er

section .text
gl obal _start

_start:
nmov rax, 1 ;o Wite
mov rdi, 1 ; fd 1 = stdout
lea rsi, [rel nsg] ; buffer (relative address)
nmov rdx, len ; byte count
syscal |
nov rax, 60 ;oexit
xor edi, edi ; status O
syscal |
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GAS

.section .data
neg: .ascii "Hello, x86-64!'\n"
.set len, . - nBg # length conputed by the assenbler

.section .text
.globl _start
_start:

movqg $1, % ax # wite
novg $1, % di # fd 1 = stdout
| eaqg msg(%ip), % si # buffer (relative address)
movqg $l en, % dx # byte count
syscal |
novq $60, % ax # exit
xorl %edi, %edi # status O
syscal |
len equ $ - nsg (NASM) and.set len, . - msg (GAS) subtract the address of nsg from the current

location, so the byte count is aways right even if you edit the string. Notel ea rsi, [rel nsg]:theaddress
iscomputed relativetori p.

4.5 Example: using the C library from main

If you link with gcc, you can call C functions. Here put s prints a string and appends a newline. Notice that
mai n starts with the usual push r bp, which also brings the stack back to a 16-byte boundary.

.section .rodata
nsg: .asciz "Hello from main"

.section .text
.globl nain

mai n:
pushq % bp
novg % sp, % bp # rsp is now 16-byte aligned
leaq nsg(%ip), %di # argunent 1 = string
call puts@.LT # libc prints it plus a newine
xorl % ax, %eax # return O
popq % bp

ret
.section .note. GNU-stack,"", @rogbits
EXTRA
Thefinal . not e. GNU- st ack linetellsthe linker the program does not need an executable stack. Without it,

newer versions of | d print awarning. The NASM equivalentissecti on . not e. GNU- st ack noal | oc
noexec nowite progbits.

4.6 Example: reading and writing a file

This NASM program creates afile, writes alineinto it, closes it, reopens it, reads the line back and printsit to
the screen. It keeps the descriptor inr 12, a callee-saved register, so the value survives the system calls.
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section .data

path db "/tnp/hardi k_deno.txt", 0
t ext db "Hello file", 10
tlen equ $ - text

section . bss
buf resb 64

section .text

gl obal _start
_start:
; ---- fd = open(path, O WRONLY| O CREAT| O TRUNC, 0644) ----
nmov rax, 2
lea rdi, [rel path]
nov rsi, 0x241 ; OVWRONLY (1) | O _CREAT (0x40)
nmov rdx, 00644 ; permssions rwr--r--
syscal
nmov r12, rax ; save the descriptor in a callee-
;o ---- wite(fd, text, tlen) ----
mov rax, 1
mov rdi, ri2
lea rsi, [rel text]
nmov rdx, tlen
syscal
; ---- close(fd) ----
nmov rax, 3
nmov rdi, rl2
syscal
; ---- fd = open(path, O_RDONLY) ----
mov rax, 2
lea rdi, [rel path]
xor esi, esi ; O RDONLY = 0
xor edx, edx
syscal
mov r12, rax
; ---- n =read(fd, buf, 64) ----
Xor eax, eax ; read = 0
nmov rdi, ri2
lea rsi, [rel buf]
nov rdx, 64
syscal
nmov rl13, rax ; nunber of bytes actually read
; ---- write(l, buf, n) to the screen ----
mov rax, 1
nmov rdi, 1
lea rsi, [rel buf]
nmov rdx, ri3
syscal
; ---- close(fd) and exit(0) ----
nov rax, 3
mov rdi, ri2
syscal
nov rax, 60
xor edi, ed
syscal

x86-64 Assembly (NASM and GAS) | by HARDIK
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TIP
Trandate it to GAS as an exercise: reverse the operand order, add %and $, and replacel ea rsi ,
pat h] with|l eaq path(%ip), % si.
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5 Sections, Data and Variables

5.1 Defining sections

Code section .text .section .text
Initialised, writable data section .data .section .data
Read-only constants section .rodata .section .rodata
Uninitialised data (zeroed) section . bss .section .bss

5.2 Datatypes and declarations

char db .

1 byte byt e
short 2 bytes dw . wor d
int 4 bytes dd .long
long, pointer 8 bytes dq . quad

NOTE
Always use 8 bytesfor a pointer in a 64-bit (x86-64) program, and 4 bytesin a 32-bit (x86-32) program.

WATCH OUT
In GAS, . wor d means 2 bytesand . | ong means 4 bytes. Thisis the opposite of ARM, where. wor d is4
bytes. NASM'sdw/ dd follow the same sizesas GASs. word /. | ong.

Declaring global variables

;. NASM # GAS

section .data .section .data
c db 1 c: .byte 1

s dw 2 s: .word 2

i dd 3 i: .long 3

| dq 4 I: .quad 4

5.3 RIP-relative addressing

Access every variable relativetori p, in both assemblers. The operating system may place the executable at a
different address each timeit runs (ASLR and PIE). The distance between an instruction and the variable it uses
does not change, so arip-relative reference always works, while an absolute address would break.
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RIP-relative addressing: the distance stays the same wherever the program is loaded

displacement
code ] N j data
Loaded at address A s J —[ N
displacement
code ] - j data
Loaded at address B T J —l N

Figure 5.1: The displacement between code and data is fixed, so rip-relative access survives relocation.

Relative reference [rel var] var (% i p)
Make it the default default rel (at the top of the al ways wite (%ip)
file)

5.4 Writing to and reading from globals

NASM
wite ; read (register size matches the data)
mov byte J[rel c], 10 mov al, [rel c]
mov word [rel s], 20 mov ax, [rel s]
mov dword [rel i], 30 nmov eax, [rel i]
mov gword [rel 1], 40 mov rax, [rel 1]
GAS
# wite # read (suffix matches the data)
nmovb $10, c(%i p) novb c(%ip), %l
movw $20, s(% i p) movw s(% i p), %ax
movl $30, i (%ip) movl i (%ip), Y%eax
nmovqg $40, | (% i p) movqg | (%ip), % ax
TIP

When you store an immediate into memory, NASM needs a size keyword (byt e, wor d, dwor d, gwor d)
because the assembler cannot guess how wide the memory operand is. When aregister isinvolved the register
aready tells the size, so no keyword is needed.

5.5 Local variables

A local variable lives on the stack. Allocate space by subtracting from r sp, then address it relative to r bp
(fixed) or r sp (moves when you push):

sub rsp, 16 ; NASM room for locals subg $16, % sp # GAS
nov dword [rbp-4], 7 ; alocal int movl $7, -4(% bp)
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WATCH OUT

Allocating exactly 4 bytes(sub rsp, 4)worksfor asingle variable, but it breaks the 16-byte alignment rule
as soon as you call another function. Round the alocation up to a multiple of 16.

5.6 Constants

Define EMP_ID equ O .set EMP_ID, O

EMP_DAY equ 4 .set EMP_DAY, 4
Use cnp rcx, EMP_ID cnmpg $EMP_I D, % cx
WATCH OUT

InGAS, . set needsacomma: . set EMP_I| D, 0. Without it the assembler stops with "expected comma".
Constants are not variables: they take no memory and are replaced by their value at assembly time. In GAS, put
a$ in front when you use one as an immediate.

5.7 Uninitialised variables (.bss)

Variables without a starting value go in . bss. They take no space in the executable file; the loader reserves the
memory and fillsit with zeros.

NASM
resb Reserve bytes 1 byte
resw Reserve words 2 bytes
resd Reserve double words 4 bytes
resq Reserve quad words 8 bytes

section .bss

varl resb 1 ; 1 byte

var 4 resq 1 ; 8 bytes (64-bit)

buffer resb 64 ; 64-byte buffer

nmov rax, [rel vard4]

nov byte [rel varl], 5

lea rdi, [rel buffer]
GAS

.skip N Reserve N bytes .skip 64

.zero N Reserve N zeroed bytes .zero 32
.lconmsym size Local uninitialised variable .l conm buf, 64
.comm sym size, align Global uninitialised variable .comm buf, 64, 8
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.section .bss

.align 8 # align to 8 bytes
var 4: .skip 8 # 8 bytes

nmovq var4(%ip), % ax
movq $123, var4(% i p)

On x86-64 Linux the GNU assembler accepts. | commwith only aname and asize. A third (alignment)
argument is accepted by . commbut not by . | corm

Complete programs

The programs below write and read every data size, use . bss variables, and exit with the total 112 (100 from
the four globals, plus5 and 7 from the . bss bytes).
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NASM

section .data

c db 1
S dw 2
i dd 3
| dgq 4

section . bss
varl resb 1
var 4 resq 1
buffer resb 64

section .text
gl obal _start
_start:
; ---- write to global variables ----
nov byte [rel c], 10
mov word [rel s], 20
nov dword [rel i], 30
nmov gword [rel 1], 40

; ---- read themback (register size matches data size) ----

novzx eax, byte [rel c] ; eax = 10
nmovzx ebx, word [rel s] ; ebx = 20
nov ecx, [rel i] ; ecx = 30
nov rdx, [rel 1] ;o rdx = 40

add rax, rbx
add rax, rcx
add rax, rdx ; rax = 100

; ---- uninitialised (.bss) variables ----
nov byte [rel varl], 5
nmov gword [rel var4], 123

lea rdi, [rel buffer] ;o rdi = &buffer
nov byte [rdi], 7
add al, [rel varl] . +5
add al, [rdi] o+7 -> 112
cmp qword [rel var4], 123
jne .bad
novzx edi, al ;oexit status = 112
nov eax, 60
syscal
. bad:
nov edi, 1
nov eax, 60
syscal
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GAS

.set EMP_ID, O # constants
.set EMP_DAY, 4

.section .data
: .byte 1

.wor d
.1 ong
. quad

T oTee
INANN

.section .bss

.align 8
var 4: .skip 8
var 1: .skip 1

buffer: .zero 64

.section .text
.globl _start
_start:
# ---- wite to global variables ----
nmovb $10, c(%i p)
movw $20, s(% i p)
movl $30, i(%ip)
nmovq $40, | (% i p)

# ---- read them back (suffix matches data size) ----
nmovzbl c(%ip), %ax # eax = 10

movzw s(%ip), Yebx # ebx = 20

nov| i (%ip), %cx # ecx = 30

nov(q I (%ip), % dx # rdx = 40

addq % bx, % ax

addq % cx, 9% ax

addg % dx, % ax # rax = 100

# ---- uninitialised (.bss) variables ----
nmovb $5, var1l(%i p)

movq $123, var4(%i p)

| eaqg buffer(%ip), %di

nmovb $7, (% di)

addb var1(%ip), %al # +5

addb (% di), %al # +7 -> 112
cmpqg $123, var4(%ip)

jne bad

nmovzbl %l , %edi # exit status = 112
novl $60, %eax
syscal |
bad:
novl $1, %edi
nmovl $60, %ax
syscal |

5.8 Alignment

Naturally aligned data is faster, and some SSE instructions require it. Use al i gn 8 (NASM) or . align 8
(GAS) before an 8-byte variable. In GAS on x86-64 Linux, . al i gn N means N bytes, not 2 to the power N, so
.align 8isan 8-byte boundary.
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6 Signed and Unsigned Comparison

6.1 Conditional jumps

After crp a, b (NASM) or cnp b, a (GAS) you choose a jump by whether you treat the numbers as
unsigned or signed. The comparison itself is the same; only the jump differs.

a>b ja (junp above) jg (junp greater)
a>=bh j ae (above or equal) jge (greater or equal)
a<b jb (junp bel ow) il (junp | ess)
a<=b j be (bel ow or equal) jle (less or equal)
a== je je

al=b j ne j ne

ja !l jnbe CF=0and ZF =0

jae / jnb / jnc CF=0

jb/ jnae /| jc CF=1

jbe / jna CF=1o0r ZF =1

jg !/ jnle ZF = 0 and SF = OF

jge / jnl SF = OF

il 1 jnge SF I= OF

jile/l jng ZF =1 or SF!=CF

jel jz ZF = 1

jne / jnz ZF =0

js SF = 1 (result negative)

jns SF = 0 (result not negative)

NOTE

These signed and unsigned rules work the same in GAS and NASM.

EXTRA
j s andj ns do not extend or convert anything. They branch on the sign flag after an instruction that set it, for
examplet est eax, eax followedbyjs negati ve.

6.2 The set instructions

set cc stores 1 or 0in an 8-hit register depending on the flags, which turns a comparison into avalue.
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a>b seta setg
a>=bh set ae set ge
a<b setb set |
a<=b set be setle
a== sete sete
al=b set ne set ne

The same bits give different answers. Herer ax holds -1 (all ones) and r bx holds 1:

NASM

section .text
gl obal _start

_start:
nmov rax, -1 ;. OXFFFFFFFFFFFFFFFF
mov rbx, 1
cnp rax, rbx ; flags fromrax - rbx
setl cl ; signed: -1 <1 -> 1
setb dl ; unsigned: 18446744073709551615 < 1 -> 0
seta r8b ; unsigned: above -> 1

novzx ecx, cl

nmovzx edx, dl

novzx r8d, r8b

shl ecx, 2 ;
shl edx, 1 ;
lea edi, [rcx + rdx] ;
add edi, r8d ; 1 =5
nmov eax, 60

syscal |

+ hor
*
N oA
non
o

GAS

.section .text

.globl _start

_start:
movq $-1, % ax
movqg $1, % bx
cnpq % bx, 9% ax
setl %l
setb %l
seta % 8b
movzbl %l , %ecx
novzbl %l , %edx
novzbl % 8b, % 8d
shll $2, %ecx
shll $1, %sdx
leal (% cx, %dx), %edi
addl 9% 8d, %edi
novl $60, %eax
syscal |

H*

Ox FFFFFFFFFFFFFFFF

flags fromrax - rbx (AT&T: source first!)
si gned: -1 <1 -> 1

unsi gned: 18446744073709551615 < 1 -> 0

unsi gned: above -> 1

OB H

*
N
1
N

H H H R
+ h O R
*
)
n
o

Signed, -1 islessthan 1, so set | gives 1. Unsigned, the same bits are 18446744073709551615, which is not
below 1, so set b gives0 and set a gives 1. The program exitswith 5 (4 + 0 + 1).
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6.3 Multiplication and division

e e

Multiply mul i mul
Divide div idiv
Division

div and i div divide the 128-bit value in rdx: rax by the operand. The quotient goes to rax and the
remainder to r dx. Because the dividend is 128 bits wide you must set r dx first:

128-bit dividend

[ _rdx_ ” rax ] |[ |(_j|_v_rbx ] |[ rax ” rdx ]
high 64 bits low 64 bits divisor in rbx quotient remainder

Si gned: cqo copies the sign of rax into every bit of rdx, then idiv

Unsigned: xor edx, edx clears rdx, then div
(for 32-bit division use eax / edx with cdq or xor edx, edx)

Figure 6.1: Division works on the register pair rdx:rax.

e Signed: cqo (NASM) or cqt o (GAS) copiesthe sign of r ax into every bit of r dx, theni di v.

e Unsigned: clear r dx withxor edx, edx,thendiv.

WATCH OUT
If you forget to set r dx, the dividend is garbage. If the quotient does not fit in 64 bits (or you divide by zero) the
CPU raises an exception and the program crashes with SIGFPE.

Multiplication

imul rax, 5 (two-operand form) multiplies and keeps the low 64 bits in the destination. The one-operand
mul  rbx computesr ax * rbx and putsthe full 128-bit product inr dx: r ax. Also available: the three-operand
forminul r8, rax, 10, meaningr8 = rax * 10.

Both programs below exit with the total 138; the comments show every intermediate value.
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NASM

section .data
x db OxFO ;240 unsigned, -16 signed

section .text

gl obal _start

_start:
; ---- signed division: -17 / 5 ----
nmov rax, -17

nov rbx, 5

cqgo ; sign-extend rax into rdx:rax

idiv rbx ; rax = -3 (quotient), rdx = -2 (renainder)
neg rax ;3

neg rdx 2

imul r8, rax, 10 ; r8 = 30

add r8, rdx ; r8 = 32

; ---- unsigned division: 17/ 5 ----
nmov rax, 17

xor edx, edx ; upper half of the dividend = 0
mov rbx, 5

di v rbx ;rax = 3, rdx = 2

add r8, rax ;35

add r8, rdx ;37

; ---- zero vs sign extension of the sane byte ----

novzx eax, byte [rel X] ;240
novsx rcx, byte [rel x] ; -16
add rax, rcx . 224
sub rax, 200 ;24
add r8, rax ; 61

; ---- multiplication ----

nmov rax, 7

imul rax, 5 ; signed: rax = 35
add r8, rax ;96

nmov rax, 6

nmov rbx, 7

mul rbx ; unsigned: rdx:rax = 42
add r8, rax ; 138

mov rdi, r8 ; exit status = 138

mov rax, 60

syscal |
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GAS

.section .data

gned

r dx

42

-2 (remainder)

=0

x: .byte OxFO # 240 unsigned, -16 si
.section .text
.globl _start
_start:
# ---- signed division: -17 / 5 ----
movq $-17, % ax
movq $5, % bx
cqto # sign-extend rax into rdx:rax
idivg % bx # rax = -3 (quotient),
negq % ax # 3
negq % dx # 2
imlqg $10, % ax, %8 #r8 = 30
addq % dx, %8 #r8 = 32
# ---- unsigned division: 17/ 5 ----
movqg $17, % ax
xorl %edx, %edx # upper half of the dividend
nmovq $5, % bx
di vq % bx # rax = 3, rdx = 2
addq % ax, % 8 # 35
addg % dx, %8 # 37
# ---- zero vs sign extension of the sane byte ----
movzbl x(%ip), %ax # 240
novsbq X(%ip), % cx # -16
addq % cx, 9% ax # 224
subg $200, 9% ax # 24
addq % ax, %8 # 61
# ---- multiplication ----
movq $7, % ax
imlg $5, % ax # signed: rax = 35
addg % ax, %8 # 96
nmovq $6, % ax
movq $7, % bx
mul q % bx # unsigned: rdx:rax =
addq % ax, %8 # 138
nmovqg % 8, % di # exit status = 138
nmovqg $60, % ax
syscal |

6.4 Zero extension and sign extension

When you move a small value into a bigger register, the CPU must fill the new upper bits. Two different
instructions exist because the right fill depends on whether the value is signed:

The byte OxFO widened to 64 bits

byte 7 byte 0
movzx rax, byte 00 00 00 00 00 00 00 FO
=240
T"l’zx rax, byte FF FF FF FF FF FF FF FO

Figure 6.2: The same byte, widened by zero extension and by sign extension.
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Zero extension (unsigned values)

Fill the upper bits with zeros. NASM uses one instruction, novzx, for every size combination. GAS spells out
the sizesin the name:

movzbw byte to word
movzbl byte to doubleword
nmovzhq byte to quadword
movzw word to doubleword
movzwg word to quadword
nmovzx rax, byte [rel X] NASM
novzbq X(%ip), % ax # GAS
movzw (% di), %ax # GAS: load a 16-bit value, widen to 32 bits

TIP
Thereisno novzx from 32 to 64 bits because it is not needed: any write to a 32-bit register already clears the
upper half. Useaplainnov eax, [rel i] (NASM)ormovl i (%ip), %ax (GAS).

Sign extension (signed values)
Fill the upper bits with copies of the sign bit. NASM uses novsx (and novsxd for 32 to 64 hits):

movsbw byte to word

movsbl byte to doubleword

movshq byte to quadword

movsw word to doubleword

novsw word to quadword

movsl q doubleword to quadword
novsx rax, byte [rel Xx] ;. NASM

novsxd rax, dword [rel d] ; NASM 32 -> 64 bits
nmovsbg x(%ip), % ax # GAS

movsw (% di), %eax # GAS: load a 16-bit value, widen to 32 bits
movsl q d(%ip), % ax # GAS: 32 -> 64 bits

6.5 Special extensions for division

These instructions have no operands. They always work on the accumulator registers (al , ax, eax, r ax, dx,
edx, r dx), which is exactly what division needs:

NASM GAS

cbw cbhtw
cwde cwt |
cdge cltq
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cwd cwt d AX to DX:AX

cdq cltd EAX to EDX:EAX

cqo cqgto RAX to RDX:RAX
NOTE

These are used before signed division (i di v). The GNU assembler also accepts the Intel names (cdge, cqo and
soon) in AT& T mode.

Thecbw/ cwde / cdge chain widens one value step by step, and writing eax clears the upper half of r ax:

NASM
section .data
d dd -100

section .text
gl obal _start

_start:
; ---- the cbw/ cwde / cdge chain ----
mov al, OxFO ; -16 in 8 bits
cbw ; ax = OxFFFO
cwde ;. eax = OxFFFFFFFO
cdge ; rax = -16
neg rax ; 16

mov r8, rax

; ---- writing a 32-bit register zero-extends into 64 bits ----

mov eax, OxFFFFFFFF ; rax = 0x00000000FFFFFFFF
shr rax, 31 1
add r8, rax ;17

; ---- 32 -> 64 bit sign extension needs novsxd ----

novsxd rcx, dword [rel d] ; rex = -100

neg rcx ;100

add r8, rcx ;117

nmov rdi, r8 ; exit status = 117
nmov rax, 60

syscal |
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GAS

.section .data
d: .long -100

.section .text
.globl _start

start:
# ---- the cbtw/ cwtl / cltq chain (AT&T names of cbw / cwde / cdge)
novb $0xFO, %al # -16 in 8 bits
chtw # ax = OxFFFO
cwt | # eax = OxFFFFFFFO
cltq # rax = -16
negq % ax # 16
novq % ax, % 8
# ---- witing a 32-bit register zero-extends into 64 bits ----
movl $0xFFFFFFFF, %ax # rax = Ox00000000FFFFFFFF
shrq $31, % ax # 1
addq % ax, %8 # 17
# ---- 32 -> 64 bit sign extension: nmovslq ----
novsl q d(%ip), % cx # rcx = -100
negq % cx # 100
addg % cx, %8 # 117
novg % 8, % di # exit status = 117
novq $60, % ax
syscal |

6.6 String extension: the lods instructions

The string instructions read through r si and then advance it automatically (forward when the direction flag is

clear, which isthe normal state; cl d makes sure).

| odsb AL <- [RSI], then RSI = RSl + 1
| odsw AX <- [RSI], then RSI = RSl + 2
| odsd EAX <- [RSI], then RSl = RSl + 4
| odsq RAX <- [RSI], then RSI = RSI + 8
EXTRA

Companions you will see: st osb/ w/ d/ q (store AL/IAX/EAX/RAX to [RDI]), novsb/ w/ d/ q (copy [RSI] to
[RDI]) and scasb/ w/ d/ q (compare AL/AX/EAX/RAX with [RDI]). With ar ep prefix they repeat r cx times.

GASwrites| odsh the same way.
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section .data
sdb 1, 2, 3, 4, O ;

section .text
gl obal _start
_start:
cld ;
lea rsi, [rel s]
xor ebx, ebx ;
. next:
| odsh ;
test al, al
jz .done
novzx eax, al
add ebx, eax
jmp . next
. done: ;
nov edi, ebx
nmov eax, 60
syscal
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zero-termnated |ist of bytes

direction flag = 0: rsi noves forward
total =0

al = [rsi], thenrsi =rsi + 1

ebx =1 +2 +3 +4 =10
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7/ Arrays and Scaling

7.1 Defining an array

NASM # GAS
arr dd 3, 7, 2, 9, 4 arr: .long 3, 7, 2, 9, 4

7.2 Accessing elements

To address an element you need the base address, the index, and the element size. x86 builds the address in
onestep: base + index * scale + displacenent,wherethescaecanbel, 2,4 or 8.

intarr[5] ={3,7, 2,9, 4}; (each element = 4 bytes)

base + 0 base + 4 base + 8 base + 12 base + 16
L b e e e ]

arr[ 0] arr[1] arr[ 2] arr[ 3] arr[ 4]
nov eax, [rsi + rcx*4] with rex = 2 -> address = rsi + 2*4 = base + 8 -> eax = 2

Figure 7.1: Element 2 of anint array lives 2 x 4 = 8 bytes after the base address.

8 bytes mov rdx, [rax + rcx*8] movqg (% ax, % cx, 8), % dx
4 bytes nmov edx, [rax + rcx*4] movl (% ax, % cx, 4), %edx
2 bytes nmov dx, [rax + rcx*2] movw (% ax, % cx, 2), %dx
1 byte mov dl, [rax + rcx] novb (% ax, % cx), Y%ll

Thefirst step is awaysto put the array's address in aregister with | ea (Chapter 8):

&arr
&arr

lea rax, [rel arr] ; NASM  rax
leaq arr(%ip), % ax # GAS: rax

The scale tells the CPU how many bytes each element occupies. To read a particular byte inside an element,
add a displacement after the scaled index:

nmov dl, [rax + rcx*4 + 1] ; NASM second byte of el enent rcx
novb 1(% ax, % cx, 4), %l # GAS: second byte of element rcx
WATCH OUT

Usetheright width. Reading [ r ax + rcx*4] into the 64-bit register r dx fetches 8 bytes, whichistwoi nt
elements, not one. For a4-byte element use the 32-hit register (edx) or the novIl form.

WATCH OUT

No RIP-relative addresswith an index register. arr (% i p, % cx, 4) isrejected by the assembler, and
NASM's[rel arr + rcx*4] producesawarning and an unusable address. Load the base with | ea first,
then index from that register.
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NOTE

x86 does not allow a memory-to-memory operation. nov [ r ax] ,

7.3 Complete programs

[ rbx] isanerror: go through aregister.

Each program sums an i nt array with aloop, then reads one el ement from a byte, word and quadword array to
show scales 1, 2 and 8. The exit statusis25+ 3+ 30+ 3=61.

NASM

section .data

arr dd 3, 7, 2, 9, 4
b db 1, 2, 3

w dw 10, 20, 30

o} dg 1, 2, 3

section .text
gl obal _start
_start:
lea rsi, [rel arr]
X0r ecx, ecx
Xor eax, eax
.1 oop:
cmp rcx, 5
j ge .done
add eax, [rsi + rcx*4]
inc rcx
jmp .l oop
.done
nov ecx, 2
lea rsi, [rel b]

novzx edx, byte [rsi + rcx]

add eax, edx
lea rsi, [rel w

1

novzx edx, word [rsi + rcx*2]

add eax, edx

lea rsi, [rel q]

nmov rdx, [rsi + rcx*8]
add eax, edx

nov edi, eax
nmov eax, 60
syscal
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int arr[5]
char b[ 3]
short w 3]
I ong q[ 3]

g

rs

1
I ol
o

sum

sum += arr[i]

eax = 3+7+2+9+4

; b[2]

;W 2] =

;al2]
;256 + 3

(scale 4 = 4-byte ints)

=25

3 (scale 1)

30 (scale 2)

3 (scal e 8)
+ 30 + 3 =61
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GAS

.section .data

arr: .long 3, 7, 2, 9, 4 # int arr[5]
b: .byte 1, 2, 3 # char b[ 3]
W. .word 10, 20, 30 # short wf 3]
qg: .quad 1, 2, 3 # long q[ 3]
.section .text
.globl _start
_start:
leag arr(%ip), %si #rsi = &arr
xorl % scx, %ecx #1 =0
xorl % sax, Y%eax # sum = 0
| oop:
cmpg $5, % cx
jge done
addl (% si,%cx,4), %ax # sum += arr[i] (scale 4 = 4-byte ints)
incq % cx
jmp 1 oop
done: # eax = 3+7+2+9+4 = 25

movl $2, %ecx

leag b(%ip), %si

movzbl (% si, % cx), %edx # b[ 2]
addl %edx, %eax

leaq (% i p), % si

nmovzw (% si, %cx,2), %dx # w2] = 30 (scale 2)
addl %edx, %eax

leaq q(%ip), % si

nmovg (% si, % cx, 8), % dx # q[ 2] 3 (scal e 8)
addl %edx, %eax # 25 + 3 +30 + 3 =61

1
w

(scale 1)

movl %ax, %edi
novl $60, %ax
syscal |
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8 Addresses and Pointers

8.1 The lea instruction

| ea (load effective address) computes an address and putsit in aregister. It does not read memory. Useit to get
a pointer to avariable on the stack or in the data section.

lea rax, [rbp] | eaq (% bp), % ax rax =rbp

|l ea rax, [rsp] leaq (% sp), % ax rax = rsp

lea rax, [rbp + 20] | eaq 20(% bp), % ax rax = rbp + 20
lea rax, [rsp + 20] | eaq 20(% sp), % ax rax =rsp + 20

lea rax, [rel var] | eaq var(%ip), % ax rax = address of var
NOTE

In NASM the size of | ea comes from the destination register, so you never write gwor d insideit: | ea r ax,
[rbp],notl ea rax, qword [rbp].

EXTRA
Because | ea just does the address arithmetic, it is also a compact calculator that does not touch the flags: | ea
rax, [rdi + rdi*2] computesrdi * 3,andlea eax, [rdi + rsi] computesrdi + rsi.

8.2 rbp orrsp?

Use rbp (frame pointer) for Use rsp (stack pointer) for

Local variables Small leaf functions
Complex functions Hand-optimised code
Debugging When you fully control every push and call

Learning and clarity

r bp stays fixed during the function, so [ rbp - 4] isaways the same variable. r sp moves with every push
and pop, so offsets from it keep changing.

8.3 Using pointers

A pointer is just an 8-byte integer holding an address. Read through it with a memory operand: nov eax,
[rdi] (NASM) ormovl (% di), %ax (GAS) loadsthei nt that rdi pointsto. Write through it the same

way.
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Example: swap(int *a, int *b), NASM

section .data
x dd 3
y dd 4

section .text
gl obal _start

; void swap(int *a
swap:
nov eax, [rdi]
nmov edx, [rsi]
nov [rdi], edx
nmov [rsi], eax
ret

_start:
lea rdi, [rel
lea rsi, [rel
call swap
nov eax, [rel
i mul eax, 10
add eax, [rel
nov edi, eax
nov eax, 60
syscal |

The same in GAS

.section .data
x: .long 3
y: .long 4

.section .text
.globl _start

y]

x]

y]

# void swap(int *a,

swap:

i nt

i nt

movl (% di), %ax
movl (% si), %edx
movl %edx, (% di)
novl %ax, (% si)

ret

_start:
leag x(%ip), %di
leaq y(%ip), % si
call swap
movl x(%ip), %ax
imull $10, %eax
addl y(%ip), %ax

novl % eax, %ed
novl $60, %ax
syscal |

*b)

*b)

pointers are 8 bytes:

tnp = *a

*a = *p
*h = tnp

pointers are 8 bytes:

tnp = *a

*a = *p
*h = tnp

rdi

rdi

After swap, x is4andy is 3, so the program exitswith 4 * 10 + 3 = 43.
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9 Structures, Unions and Bitfields

9.1 Structures

In assembly a structure is just a block of memory, and a member is an offset from the start of the block. To
reach a member, use r bp or rsp (or any pointer register) plus the member's offset, with a register size that
matches the member.

struct pair {

int a; /* offset 0 */

int b; /* offset 4 */
J
struct pair p;
p.a = 3;
p.b = 4,
int sum=p.a + p.b;
;. NASM # GAS
sub rsp, 16 subg $16, % sp
mov dword [rsp], 3 ;o p-a movl $3, O(% sp)
mov dword [rsp + 4], 4 ; p.b movl $4, 4(% sp)
nmov eax, [rsp] movl O(% sp), %eax
add eax, [rsp + 4] ;osum addl 4(% sp), %ax
EXTRA

Compilersinsert padding so each member sits at amultiple of itsown size. Instruct { char c; int i;
} thei nt startsat offset 4 (not 1) and the whol e structure occupies 8 bytes. Always compute offsets from the
declared layout, not by adding up member sizes.

9.2 Unions

A union places al its members at the same address. Reading a different member simply reinterprets the same
bytes.
union U {
int i;
char c[4];

NOTE
x86 islittle endian: the least significant byte of an integer is stored at the lowest address. Afteru. i =
0x04030201 the bytesin memory are01 02 03 04, sou. c[ 0] isOxOL.

; reading each byte (NASM # readi ng each byte (GAS)

mov al, [rbp - 4] ; u.c[O0] nmovb -4(% bp), %al # u.c[0]
mov al, [rbp - 3] ;o u.c[1] nmovb -3(% bp), %al # u.c[1]
nmov al, [rbp - 2] ;o u.cl[2] nmovb -2(% bp), %al # u.c[2]
mov al, [rbp - 1] ;o u.c[3] nmovb -1(% bp), %al # u.c[3]
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struct pair p

union U u

9.3 Bitfields

A bitfield packs several small valuesinto one integer. The assembly follows two fixed recipes:

p.a=3

offset +0

A

p.b=4
offset +4 8 bytes

u.i = 0x04030201 (the same 4 bytes)

01102103104

c[0] c[1]

c[2]

c[3]

4 bytes

Little endian: the lowest byte of the int is stored first, so c[0] = 0x01.

Figure 9.1: A structure puts members side by side; a union overlays them.

» Read: load the value, shift right by the field's lowest bit number, mask with the field's width.
« Write: load the value, clear the field with an AND mask, OR in the new value shifted into place, store it

A 5-bit field in bits 3..7 of a 32-bit int

8|7 32

0

bits 31..8 (other data)

3

back.
31
READ : shr
and
WRITE: and

or

eax,
eax,

eax,
eax,

3

; reading 5 bits,

NASM

nov eax, [rbp - 4]

shr eax, 3

and eax, Ox1F

Ox1F

; field noves down to bit O

~(0x1F << 3)
(17 << 3)

clear the field
put the new value in

keep only the 5 field bits

Figure 9.2: Reading and writing a 5-bit field that starts at bit 3.

bit 3 to bit 7

; witing the value 17 at bit 3
nov eax, [rbp - 4]
and eax, ~(Ox1F << 3)
or eax, (17 << 3)
mov [rbp - 4],

WATCH OUT

EXTRA

eax
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# GAS

nov|
shrl
andl

nmovl
andl
orl

nmovl

-4(% bp), %ax
$3, %ax

$Ox1F,

Yeax

-4(% bp), %ax

$~(O0x1F << 3),

$(17 << 3), Y%eax

Yeax,

-4( % bp)

If the new value is not a constant, first mask it to the field width (and ecx,
before the or , otherwise extra bits spill into neighbouring fields.

Yeax

0x1F) and shift it (shl

How a compiler lays out bitfields (which end it starts from, whether they cross word boundaries) is
implementation-defined. Hand-written code should state the exact bit positions it assumes.

ecx,

3)
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9.4 Complete programs

These programs use one stack areafor a struct, aunion and abitfield. They exit with7 + 1 + 4 + 17 = 29.

NASM

section .text
gl obal _start

_Start:
push rbp
nov rbp, rsp
sub rsp, 16 ; roomfor the |ocals bel ow
; ---- struct pair { int a; int b; } p; at [rbp-16] ----
nmov dword [rbp-16], 3 ; p.a=3
nmov dword [rbp-12], 4 ; p-b =4
nov eax, [rbp-16]
add eax, [rbp-12] ; sum=p.a +p.b =7

nmov r8d, eax

; ----union U { int i; char c[4]; } u; at [rbp-4] ----

nmov dword [rbp-4], 0x04030201 ;Ui

novzx eax, byte [rbp-4] ; u.c[0] =1 (little endian: |lowest byte first)
novzx ebx, byte [rbp-1] ; u.c[3 =4

add r8d, eax

add r8d, ebx ;12

; ---- bitfield: bits 3..7 of the int at [rbp-8] ----
mov dword [rbp-8], OxFFFFFFFF

nov eax, [rbp-8] ; wite the value 17 into bits 3..7
and eax, ~(O0x1lF << 3) ; 1) clear the field

or eax, (17 << 3) ; 2) ORin the new val ue

nov [rbp-8], eax ; 3) store back

nov eax, [rbp-8] ; read it back

shr eax, 3 ; 1) shift the field down to bit O
and eax, Ox1F ; 2) mask to 5 bits -> 17

add r8d, eax ;29

nov edi, r8d ; exit status = 29

nmov eax, 60

syscal |
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GAS

.section .text
.globl _start
_start:
pushq % bp
nmovq % sp, % bp

subg $16, % sp # room for the locals bel ow

# ---- struct pair { int a; int b; } p; at -16(% bp) ----
novl $3, -16(% bp) # p.a=3

movl $4, -12(% bp) # p.b=4

nmovl -16(% bp), %ax

addl -12(% bp), %ax # sum=p.a +p.b =7

nmovl % eax, % 8d

# ---- union U { int i; char c[4]; } u; at -4(%bp) ----

movl $0x04030201, -4(%hbp) # u.i

nmovzbl -4(% bp), %eax # u.c[0] =1 (little endian: |owest byte first)
novzbl -1(% bp), %bx #u.c[3] =4

addl %ax, % 8d

addl %ebx, 9% 8d # 12

# ---- bitfield: bits 3..7 of the int at -8(%bp) ----

novl $OXFFFFFFFF, - 8( % bp)
novl -8(% bp), Y%eax

andl $~(0x1F << 3), %ax
orl  $(17 << 3), %ax 2) OR in the new val ue
movl %eax, -8(% bp) 3) store back

# wite the value 17 into bits 3..7
#
#
#
nmovl -8(% bp), Y%eax # read it back
#
#
#

1) clear the field

shrl $3, %ax 1) shift the field down to bit O
andl $0x1F, %eax 2) mask to 5 bits -> 17

addl %ax, % 8d 29

novl % 8d, %edi # exit status = 29
nmovl $60, %ax

syscal |
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10 Control-Flow Patterns

10.1 Compare, test and jump

Control flow has two steps. an instruction sets the flags, then a conditional jump reads them. cnp a, b
subtracts and discards the result; t est a, b ANDsand discardsit. t est eax, eax istheidiomatic way to
ask "is eax zero or negative?'.

Jump taken
yes rip = label
Flags ZF SF ig label
cnp rax, rbx CF OF updated true?
no
Fall through

next instruction

Figure 10.1: A compare setsthe flags; a conditional jump tests them and either jumps or falls through.

if (a> b) goto L cmp rax, rbx cnpq % bx, % ax
jogL jgL

if (@==0) goto L test rax, rax testq % ax, % ax
jz L jz L

if (a<=b) goto L (unsigned) cmp rax, rbx cnpg % bx, % ax
jbe L jbe L

10.2 if / else

TIP

Whentrandlatingi f (cond) { A} else { B },jump on theopposite condition to skip block A. That
keeps the true-case code falling straight through.

if (a>b) x =1; else x = 2; a = eax, b = ebx, x = ecx
cnp eax, ebx
jle .else ; opposite of >
nmov ecx, 1
jmp .endif
.el se:
nmov ecx, 2
.endif:
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10.3 while loop

;o while (i <n) { ...; i++ } i = ecx, n = edx
. | oop:

cnp ecx, edx

j ge .done ; opposite of <

; | oop body ...

inc ecx

jmp .loop
. done:

10.4 for loop

A for loop is a whil e loop with the initiadliser before it and the increment at the bottom. The complete
programs below contain one.

10.5 do-while loop

; do{ ...; n--; } while (n!=0);
. do:
. body ...
dec ecx ; decrement AND set the flags
jnz .do ; repeat while the result was not zero
EXTRA

dec thenj nz istheidiomatic counted loop: the decrement already sets ZF, so no separate cnp is heeded.

10.6 Putting them together

These programs combine af or loop, ani f /el se and ado- whi | e loop, and exit with 55 + 1 + 4 = 60.
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NASM

section
gl obal
_start:

.text
_start

; for (i

xor
nov
.for:

cmp
ig

add
inc
jmp

. endf or:

; i f (sum > 50)

cnp

jle .else

nov

eax,
ecx,

ecx,

= 1;

eax
1

10

. endf or

eax,
ecx
.for

eax,

ebx,

ecx

50

1

jmp .endif

. el se:
nov
.endif:

; do { count ++;

nov
xor

. do:
inc
dec
jnz

add
add
nov
nov

ebx,

ecx,
edx,

edx
ecx
.do

eax,
eax,
edi ,
eax,

syscal |
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2

4
edx

ebx
edx
eax
60

sum += i ;

1

1

} while (n!'=0);

sum = 0
i =1

opposite of <=

opposite of >

ebx =1

n starts at 4

dec sets the flags
repeat while the result was not
edx = 4

55+ 1+ 4 =60

zero
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GAS

.section .text
.globl _start

_start:
# for (i =1; i <= 10; i++) sum+=i;
xorl %eax, %eax # sum= 0
novl $1, %ecx #i =1
.Lfor:
cmpl $10, %ecx
jg . Lendf or # opposite of <=
addl %ecx, %eax
i ncl %ecx
jmp .Lfor
. Lendfor: # eax = 55

#if (sum>50) r = 1; elser = 2;
cmpl $50, %eax

jle .Lelse # opposite of >
nmovl $1, %bx
jmp . Lendif
. Lel se:
nmovl $2, %bx
.Lendi f: # ebx = 1
# do { count++; n--; } while (n != 0); n starts at 4

nmovl $4, %ecx
xorl % edx, %edx

. Ldo:
i ncl % edx
decl %ecx # dec sets the flags
jnz .Ldo # repeat while the result was not zero

# edx = 4
addl %ebx, %eax
addl %edx, %ax # 55+ 1+ 4 =60
movl %ax, %edi
nmovl $60, %eax
syscal |

NOTE
NASM local labels begin with adot (. | oop) and belong to the previous normal label. In GAS, labels beginning
with . L arelocal and do not appear in the symbol table.

10.7 Conditional move

cnovcc copies aregister only if the condition holds, so asmall i f needs no jump at all. It is x86's counterpart
to ARM's conditional execution.
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NASM

section .text
gl obal _start

; long max(long a, |long b)

max:
nov rax, rdi ; result = a
cnp rdi, rsi
cmovl rax, rsi ; if (a<b) result =b (si gned)
ret
_start:
nov edi, 3
nov esi, 9
call max ; rax = 9

nmov rdi, rax
nmov eax, 60
syscal |

GAS

.section .text
.globl _start

# long max(long a, long b)

max:
movq % di, % ax # result = a
cmpq % si, %di # conpare a with b (AT&T: 2nd operand - 1st)
cmovl % si, % ax #if (a <b) result =b (si gned)
ret
_start:

novl $3, %edi

movl $9, %esi

call max # rax = 9
novg % ax, % di

nmovl $60, %ax

syscal |

cnp rdi, rsi followed by crovl rax, rsi reads"if rdi islessthan rsi (signed), copy rsi into rax". The
program returns the larger of 3 and 9.
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11 Functions and the Stack Frame

11.1 call and ret

cal | | abel pushes the address of the next instruction on the stack and jumps to the label. r et pops that
addressintori p, returning to the caller. Argumentsareinrdi ,rsi,rdx,rcx,r8,r9; theresultisinr ax.

[* C*/ add(5, 7);

nmov edi, 5 ;. NASM
nmov esi, 7
call add ; eax = 12 after the call
movl $5, %edi # GAS
nmovl $7, %esi
call add
caller:
i cel 5 call: push return address add:
nov esi, 7 fip = add | ea eax, [rdi+rsi]
call add

ret

next instruction
(eax now = 12)

ret: pop into rip

Figure 11.1: call savesthe return address on the stack; ret jumps back to it.

11.2 The stack frame

A function that needs local variables builds a stack frame between r bp and r sp. After the standard prologue
the layout is fixed, so every item has a constant offset fromr bp:

higher addresses

7th argument [rbp + 16]
return address [rbp + 8]
rbp — saved rbp [ rbp]

local variables
16 bytes [rbp - 1] ... [rbp - 16]

rsp _— J

lower addresses (the stack grows down)

after: push rbp ; nov rbp, rsp; sub rsp, 16

Figure 11.2: A stack frame after the prologue, with the offset of each item from rbp.
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11.3 Local variables

/* C*/
int sun(int a,

NASM

section
gl obal

.text
_start

;int sum(int
sum
push rbp
nmov rbp, r
sub rsp, 1
| ea eax, [
nmov [rbp-4
nov eax, |
| eave
ret

_start:
mov edi, 5
nov esi, 7
call sum
mov edi, e
nmov eax, 6
syscal |

GAS

.section .text
.globl _start

# int sun(int
sum
pushqg % bp

int b) { int tenp;

a, int b) {
sp

6

rdi + rsi]
], eax
rbp-4]

ax

0

a, int b) { int tenp;

int tenp;

novg % sp, % bp
subg $16, % sp #
leal (%di,%si), %ax
movl  Y%eax, -4(% bp) #
movl -4(% bp), Y%eax #
| eave #
ret

_start:
movl $5, %edi
movl $7, %esi
call sum #
novl %ax, %edi #
nmovl $60, %ax
syscal |

tenp = a + b; return tenp; }

temp = a + b; return tenp; }

all ocate | ocals (keeps rsp 16-byte aligned)

temp = a + b
return tenp
sanme as: nov rsp,

rbp / pop rbp

eax = 12
exit status = 12

tenp = a + b; return tenp; }

all ocate | ocals (keeps rsp 16-byte aligned)

tenp = a + b
return tenp
sane as:

eax = 12
exit status = 12

movq % bp, % sp / popq % bp

sumallocates 16 bytes (not 4) so the stack stays 16-byte aligned. | eave undoes the prologue (it restores r sp
and popsr bp), andr et returns. The program exitswith 5+ 7 = 12,

EXTRA

sumcalls nothing (it isaleaf function), so the frameis not strictly needed: | ea eax,

r et would do. The longer version is shown to demonstrate locals.
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11.4 More than six arguments

The first six integer arguments travel in registers; the seventh is pushed on the stack. Inside the function it sits
above the saved r bp and the return address, at [ r bp + 16] .

 [rbp + 0] isthesavedr bp.

* [rbp + 8] isthereturn address.

e [rbp + 16] istheseventh argument, [rbp + 24] theeighth, and so on.

Keep the stack aligned: in _st art the stack isaligned, so push two slots (one of padding and one for the
argument) beforethe cal | , and remove both afterwards.

NASM

section .text
gl obal _start

; long f(long a, long b, long c, long d, long e, long g, long h)
f:

push rbp
nmov rbp, rsp
lea rax, [rdi + rsi] a+b
add rax, rdx o+ cC
add rax, rcx +d
add rax, r8 ; te
add rax, r9 ;o + g
add rax, [rbp + 16] + h (7th arg: above saved rbp + return addr)
pop rbp
ret
_start:
nov edi, 1
nov esi, 2
nov edx, 3
mov ecx, 4
nov r8d, 5
nov r9d, 6
sub rsp, 8 ; padding so rsp is 16-byte aligned at the call
push 7 ; 7th argunent goes on the stack
call f ; rax = 28
add rsp, 16 ; renmove argunent and paddi ng
nmov rdi, rax ; exit status = 28
nmov eax, 60
syscal |
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GAS

.section .text
.globl _start

# long f(long a, long b, long c, long d, long e, long g, long h)
f:

pushq % bp

novg % sp, % bp

leaq (% di,%si), % ax
addq 9% dx, % ax

addq % cx, % ax

addg % 8, % ax

addq %9, % ax

addq 16(% bp), % ax
popg % bp

ret

b

HOHH R R
+ + + + +

+
c
d
e
g
h

(7th arg: above saved rbp + return addr)

_start:
novl $1, %edi
movl $2, %esi
nmovl $3, %edx
movl $4, %ecx
nmovl $5, % 8d
novl $6, 9% 9d
subg $8, % sp
pushqg $7
call f
addq $16, % sp

padding so rsp is 16-byte aligned at the call
7th argunent goes on the stack

rax = 28

renmove argument and paddi ng

H OB B

HH*

nmovq % ax, % di exit status = 28

novl $60, %eax
syscal |

The sum of 1 through 7 is 28, which becomes the exit status.

11.5 Calling C library functions

When you link with gcc you can call printf. Three details matter: the stack must be 16-byte aligned (the
push rbp innai n doesthat), al must hold the number of vector registers used (0 here), and the call must go
through the PLT so the program stays position independent.
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NASM

default rel ; every nmenory reference is rip-relative
extern printf

section .data
fnt db "sum= %", 10, O

section .text
gl obal rmain

mai n:
push rbp ; alsore-aligns rsp to 16 bytes
nov rbp, rsp
lea rdi, [fnt] ; arg 1. format string
nov esi, 42 ; arg 2: the nunber
X0or eax, eax ; al = nunber of vector registers used (0)
call printf wt ..plt ; call through the PLT (needed for PIE)
Xor eax, eax ; return O
pop rbp
ret

section .note. GNU-stack noal | oc noexec nowite progbits

GAS
.section .rodata
ft: .asciz "sum= %\ n"

.section .text
.globl main
mai n:

pushq % bp # also re-aligns rsp to 16 bytes

nmovq % sp, % bp

leaq fm(%ip), %di # arg 1: format string

movl  $42, %esi # arg 2: the nunber

xorl % ax, %eax # al = nunber of vector registers used (0)
call printf@.LT # call through the PLT (needed for PIE)
xorl %ax, %eax # return O

popg % bp

ret

.section .note. GNU-stack,"", @rogbits

TIP
defaul t rel atthetopof aNASM file makes every memory reference rip-relative, so you can writel ea
rdi, [fnt] insteadoflea rdi, [rel fnt].

Skipping the alignment is the classic cause of acrashinside pri nt f : an SSE instruction inside the C library
faults on a misaligned stack.

11.6 Saving callee-saved registers

If your function usesr bx, rbp orr 12 to r 15, push them on entry and pop them (in reverse order) on exit. The
recursive example in the next chapter does thiswith r bx.
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12 Worked Examples

EXTRA

Every program in this chapter was assembled and run. Each one ends by passing its answer to exi t , S0 you can
read it withecho $7?. Examples alternate between NASM and GAS; trandating each into the other syntax is
good practice.

12.1 Factorial (recursion, NASM)

Recursion shows why callee-saved registers matter: each call keepsits own n inr bx and the previous value is
restored on return. push r bx also realigns the stack to 16 bytes before the next cal | .

section .text
gl obal _start

; long fact(long n) { if (n <=1) return 1; return n * fact(n - 1); }
fact:
push rbx ; rbx is callee-saved: we use it, so save it
; (the push also re-aligns rsp to 16 bytes)
cmp rdi, 1
jle .base
nov rbx, rdi ; remenber n
dec rdi
call fact ; rax = fact(n - 1)
imul rax, rbx ; n* fact(n - 1)
pop rbx
ret
. base:
mov eax, 1
pop rbx
ret

_start:
nov edi, 5
call fact ; rax = 120
nmov rdi, rax
nmov eax, 60
syscal |
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12.2 Greatest common divisor (GAS)

.section .text
.globl _start

# long gcd(long a, long b) Euclid's algorithmwi th renai nders
gcd:

nmovg % di, % ax

movqg % si, 9% cx

. LI oop:
testq %cx, 9% cx
jz . Ldone # while (b !'=0)
xorl %edx, %edx # upper half of the dividend = 0
di vq % cx #rdx =a %b
nmovqg % cx, % ax #a=>b
novg % dx, 9% cx # b = remai nder
jmp .Lloop
. Ldone:
ret # result is in rax
_start:

novl $48, %edi

movl $18, %esi

call gcd #rax = 6
novg % ax, % di

nmovl $60, %ax

syscal |

12.3 String length (NASM)

section .data
s db "assenbly", 0O

section .text
gl obal _start

; Size_t ny_strlen(const char *s)
ny_strlen:
Xor eax, eax ; count =0
. hext:
cnp byte [rdi + rax], O ; end of string?
je .done
inc rax
j mp . next
. done:
ret

_start:
lea rdi, [rel s]
call ny_strlen ; rax = 8
nmov rdi, rax
nov eax, 60
syscal |

x86-64 Assembly (NASM and GAS) | by HARDIK



12.4 Fibonacci (GAS)

.section .text
.globl _start

# long fib(long n) fib(0) =0, fib(1) =1
fib:
xorl % ax, %eax #a =0
movl $1, %ecx #b =1
. LI oop:
testqg %di, %di
jz . Ldone
| eaqg (% ax, % cx), % dx #t =a+b
novg % cx, % ax #a=>b
nmovq % dx, 9% cx # b =t
decq % di
jmp .Lloop
. Ldone:
ret # return a
_start:
novl $10, %edi
call fib # rax = 55

nmovq % ax, % di
novl $60, %eax
syscal |

12.5 Counting set bits (NASM)

section .text
gl obal _start

_start:
nov eax, OxFOF1 ; the nunber to exan ne
XOr ecx, ecx ; count =0
. | oop:
test eax, eax
jz .done
test eax, 1 ; lowest bit set?
jz .skip
inc ecx ; yes: count it
. ski p:
shr eax, 1 ; move the next bit into place
jmp .loop
. done: ; ecx =9

nov edi, ecx
nmov eax, 60
syscal |
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12.6 Maximum of an array (GAS)

.section .data
arr: .long 3, 7, 2, 9, 4

.section .text
.globl _start

# int array_max(const int *p, long n) rdi =p, rsi =n
array_nmax:

movl (% di), %eax # best = p[0]

movl $1, %ecx #i =1
. LI oop:

cnmpq % si, % cXx

jge .Ldone

movl (% di, % cx, 4), %edx # edx = p[i]
crmpl %ax, %edx

jle .Lskip # signed conpare: keep best if p[i] <= best
novl %edx, %eax # new maxi mum
. Lski p:
incq % cx
jmp .Lloop
. Ldone:
ret
_start:

leaq arr (% ip), %di

movl $5, %esi

call array_max # eax = 9
novl % ax, %edi

movl $60, %eax

syscal |

NOTE
The signed comparej | e keepsthe best value so far whenp[i] <= best . For unsigned data, usej be instead.
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13 Quick Reference and Practice

13.1 Instruction cheat sheet

NASM GAS

nov rax, rbx

add rax, 5

sub rax, rbx

imul rax, rbx

idiv rbx

cnp rax, rhbx

test rax, rax

| ea rax, [rbx+8]
novzx eax, byte [rdi]
movsx rax, byte [rdi]
push rbp / pop rbp
call f [ ret

jmp / je/ jne / jl | ja

syscal |

novqg % bx, % ax
addq $5, % ax

subg % bx, % ax

i mul g % bx, % ax

i divg % bx

cnpg % bx, % ax
testq % ax, % ax

| eaq 8(% bx), % ax
movzbl (% di), %eax
movshq (% di), % ax
pushg % bp / popq % bp
call f [/ ret

same

syscal |

copy

add

subtract

signed multiply
signed divide rdx:rax
compare (flags only)
AND (flags only)
address arithmetic
zero-extend load
sign-extend load
stack

function call and return
jumps

system call

13.2 Function checklist

« Argumentsinrdi,rsi,rdx,rcx,r8,r9 (extrason the stack); resultinr ax.

» Ifyouuserbx,rbporri2tor 15, savethem and restore them.

» Keeprsp 16-bytedigned at every cal | .

» Addressevery variablerelativetori p.

» Usetheregister size (NASM) or suffix (GAS) that matches the data.

» System calls: number inr ax, argumentsinrdi ,rsi,rdx,r10,r8,r9;rcx andr 11 are destroyed.

13.3 Practice exercises

EXTRA
Check each answer with the exit status.

e Sumof 1ton. Writealoop that adds 1 + 2 + ... + 10 and exits with 55.

» Evenor odd. Usetest eax, 1 toreturnlforeven numbersand O for odd ones.

« Absolutevalue. Return |n| using neg and cnovs, with no jump.

« Power. Compute 2 to the power n with shl , then 3 to the power nwith i nul in aloop.

+ Reverseastring. Reverse a zero-terminated string in place with two pointers.
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*  Minimum and maximum. Extend the array-maximum example so it also returns the minimum.
« Seven arguments. Writef (a, b, ¢, d, e, g, h) thatretunsa*b + c*d + e*g + h.

« Copy afile. Extend the file example to copy one fileinto another withr ead andwri t e.

13.4 Where to go next

e Compileasmall Cfunctionwithgcc -S -OL - nasm=i nt el and read what the compiler produced.

« Learngdb: |l ayout asmstepi andinfo registers show every instruction and flag.
« Explore SSE and AV X, the vector instructions that use xnrmand y mmregisters.

« Comparewith ARM, where only LDR and STR touch memory and almost every instruction can be
conditional.

Good luck, and happy hacking. — HARDIK

Connect with me on LinkedIn: www.linkedin.com/in/hardikhardik
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